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The United States of America

Virtual Kidnappings 
Locations within the United States that have typically not 
experienced extortion schemes like virtual kidnapping have seen a 
rapid increase in the number of cases reported over the past couple 
of months. 

Virtual kidnappings are an extremely low risk yet high reward 
form of kidnapping, as no physical kidnapping takes place and 
very few resources are required. Extortionists use the tactic of 
fear, and by making telephonic threats to victims, they manipulate 
people into wiring them money. Perpetrators are using increasingly 
sophisticated tactics with extensive online reconnaissance. They 
tap into a person’s digital footprint, including their social media 
profiles, and in so doing manage to convince victims that someone 
close to them is being held hostage. 

The Americas

Virtual kidnappings in English were 
first recorded by the Federal Bureau of 
Investigation (FBI) in the southwestern 
border states around 2015. The scam 
has now spread to other areas of the 
country, targeting families in California, 
Minnesota, Idaho and Texas.
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The United States of America

Virtual Kidnappings 

In western Pennsylvania alone, the FBI traced 450 virtual 
kidnapping calls from a Mexico-based phone number. The criminals 
searched Facebook for individuals posting about travel to the US/
Mexico border region. They then found the contact details of their 
associated friends and family in order to target their victim and 
carry out the virtual kidnappings. 

There have also been three cases of virtual kidnappings over 
the past month in the greater Denver, Colorado area. Two were 
thwarted before the victims could complete payment, while one 
ended with a USD900 payment being made to the extortionists. 
These calls were also traced back to Mexico by the FBI. Whether 
these cases are tied to a Mexico-based criminal organization, or are 
the result of independent criminals, is unclear.   

According to the FBI, the key 
indicators of virtual kidnapping 
are as follows:

Callers go to great lengths to keep their 
victim on the phone, insisting they stay 
on the line.   

Calls do not come from the alleged 
abductee’s phone. 

Callers demand that ransom money is 
paid via wire transfer. 

Callers will try to prevent the victim from 
contacting the supposed hostage.

The chances of being caught by authorities 
– much less being charged with any criminal 
activity – are low, make virtual kidnapping a very 
attractive money-making venture for criminals. 
We believe that this will remain a threat for 
those in the United States who have family or 
employees travelling to, or close to, Mexico’s 
border areas.  

The Americas
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Mexico and Latin America

Mexico
Security remains volatile throughout Mexico. Criminal groups are 
continuing their targeted kidnapping and extortion against Mexican 
nationals in the middle and lower classes. Mexico’s kidnapping 
statistics - for both kidnap for ransom and express kidnaps 
(secuestro exprés) – have changed somewhat in that they have 
increased in number but decreased in per capita value. This is due 
to the fragmentation of organised criminal groups, all of whom are 
driven by their need of revenue and other sources of income. They 
earn less per victim but carry out substantially more kidnappings 
without attracting the attention of the authorities. 

Over the past year, the popular tourist destination 
Cancun in the state of Quintana Roo has 
experienced a significant increase in criminal 
activity, recording the highest number of reported 
kidnappings in Mexico in 2021. Some reports 
estimate an average of four kidnappings a day! 
The situation in the state has deteriorated to such 
an extent that the US Department of State issued 
a security alert, pointedly addressing Quintana 
Roo. They cited the increase in criminal activity 
and kidnappings, specifically in Cancun, Playa Del 
Carmen and Tulum.  

The Americas

Global Insights Report
February 2022

4 Kidnappings
per day 

Re
ve

nu
e

Decrease in per capita value of kidappings



Mexico and Latin America

Mexico
In northwest Mexico, the State of Sonora has been 
in a state of continuing flux for the past seven years. 
According to local sources, under the former state 
governor who served for the period 2015-2021, 
violent clashes between narco organisations became 
commonplace and a part of everyday life for locals 
(previously largely unaffected). Police, historically left 
alone by narco criminal organisations operating in 
Sonora, came under attack and cop killings became 
prevalent throughout the state. This has led to an 
atmosphere of instability, which has affected both 
national and international companies working in and 
around the state - particularly mining operations and 
‘maquiladoras’ (industrial plants) along the Sonora’s 
northern border with the United States. 

The Americas
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Sonora

While there is still a low volume of reported 
kidnap for ransom cases in Sonora as 
compared to other states in Mexico, it is 
important to note that when a kidnap for 
ransom case is reported, appropriate urgency is 
adopted by state law enforcement authorities.  
This means that the majority of kidnapping 
cases dealt with by law enforcement 
authorities often end with the perpetrators 
being caught and arrested. Our local sources 
have however reported that virtual kidnappings 
and criminal extortion activity continues to 
be extremely commonplace, targeting both 
nationals as well as international visitors. 



Mexico and Latin America

Colombia
The current trend of kidnapping incidents continues to decline, 
while extortion continues to rise.  The profile of the typical kidnap 
victim has shifted. Previously, criminal groups and armed insurgent 
groups selectively targeted wealthy individuals and employees of 
international companies operating in Colombia. Recent reports 
indicate that kidnapping is now primarily used for extortion purposes 
by small, organised crime groups.  

The reason for Colombia’s declining kidnapping rate is that illegal armed 
groups and common criminals now have less incentive to take people 
hostage. Kidnapping is not as financially lucrative as drug trafficking, as 
it requires more by way of resources than other crimes like extortion. It 
is also riskier, given the proven success of Colombia’s security forces to 
interdict and arrest groups who hold kidnapped hostages.

SPS continues to monitor for signs of a possible shift in the current 
kidnapping and extortion situation in Colombia as the country 
approaches the upcoming presidential elections on 29 May 2022.  
The frontrunner for Colombia’s presidency is Gustavo Petro, urban 
revolutionary turned politician. As a former member of the guerrilla 
group, M-19, Petro is a leftist political candidate with strong socialist 
ideologies. Some of our local sources indicate that many in Colombia 
are concerned with him being in the lead. Other leaders in the 
region have adopted socialist policies, with disastrous results for 
their respective countries’ internal security. Our sources report that 
the outcome of this election, more than any other in recent history, 
has the potential to change Colombia’s security force structure. 
By moving the Colombian National Police (CNP) out from under 
the control of the Ministry of Defense to the Ministry of Interior, the 
current joint operational capabilities between the Colombia Military 
Forces and the CNP will be negatively impacted. 

The Americas
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Mexico and Latin America

Venezuela

Paraguay

The threat of kidnap for ransom remains extremely 
high in Venezuela for international visitors and 
nationals alike, specifically in the capital city of Caracas. 
The country experienced a large spike in the number 
of express kidnappings in 2021, after declining in 2020 
due to COVID-19 restrictions.  Incursions along the 
border between Venezuela and Colombia between 
the National Liberation Army (ELN) and FARC remnant 
groups have resulted in numerous civilian deaths 
over the past several months. Our sources in the 
region report that kidnappings along the Venezuelan-
Colombian border occur, where victims are abducted 
in Colombia and taken across the border to be held in 
Venezuela while ransom negotiations take place. 

To the south in the region, Paraguay has been 
experiencing a wave of killings and kidnappings in 
rural areas. This is attributed to a small, splinter group, 
which is quickly gaining notoriety for its fast and brutal 
modus operandi. The group is part of the Armed 
Peasant Grouping – People’s Army (ACA-EP), a splinter 
group of the Paraguayan People’s Army (EPP). ACA-
EP is reported to have conducted several high-profile 
kidnappings, which have culminated in the victims’ 
deaths. We continue to monitor the increase in high 
profile kidnapping occurring along the Paraguay-Brazil 
border for indicators that kidnapping activity may 
find its way to Paraguay’s two major urban centers - 
Asuncion and Encarnacion.  

The Americas
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Europe, Middle East, Africa

Middle East
The focus in the Middle East has been on the Houthis; 
a Yemeni-based, Iran-backed rebel group. The 
Houthis, angered at recent battle losses in Yemen, 
have lashed out at countries in the region - notably 
the United Arab Emirates (UAE) and Saudi Arabia - 
who have actively supported the Yemeni government 
in their fight against the rebels. There are no signs 
of the situation cooling down anytime soon. Those 
working, living, transiting, or conducting business in 
the UAE and Saudi Arabia need to be aware of the 
possibility of drone strikes in the future. 

EMEA
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What has been less discussed in this conflict is the Houthis’ hijacking of a ship 
traversing the Gulf of Aden. The ship was an Emirati-flagged vessel, which the UAE 
claimed was a civilian cargo ship leased by a Saudi company to carry equipment 
for a field hospital in Yemen. The Houthis claimed the ship was carrying military 
equipment to the Yemeni government, and subsequently brought the ship to port 
and took the crew ashore. It is unclear what has happened to the ship’s crew, as no 
further updates have been provided. By all accounts, it appears the ship and crew 
are still being held by the Houthis. 



Europe, Middle East, Africa

Iraq
Despite a lack of reporting from international 
news media, the threat of kidnapping remains high 
throughout Iraq. According to local sources, recent 
kidnappings across the country have concentrated 
on local nationals, often the result of a family dispute 
or kidnap for ransom. In addition, regionally within 
Iraq in the north central provinces – and to some 
extent in the western province of Anbar – militants 
from the Islamic State still kidnap Iraqi citizens.  Over 
the course of 2019 and 2020, the most common 
kidnappings were those of political activists by pro-
Iranian militias. Our sources report that these seem to 
have died down for the time being, but proxy groups 
are still deemed to be an extreme threat in the region. 

In Baghdad the kidnapping threat comes from militia 
groups as a means of undermining foreign diplomatic 
efforts in Iraq, or from criminal groups targeting 
individual Iraqis perceived to be wealthy.

This is not to suggest that expatriates are no longer 
regarded as targets by local criminals. In fact, quite 
the contrary. It merely indicates that the extreme 
security measures taken by expatriates who live and 
work in Iraq – especially westerners –appear to be 
working. The pro-Iranian militias and their proxy 
groups still operate in the country, harboring a deep 
hatred for the United States and the west in general. 
Westerners working and living in Iraq continue to 
be a target of opportunity for a politically motivated 
kidnapping at any time.

EMEA
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Europe, Middle East, Africa

Africa
Kidnappings of Chinese nationals throughout Africa 
continue despite a November 2021 warning issued 
by the Chinese Foreign Ministry. This discouraged 
all travel to high-risk locations and advised Chinese 
nationals working - and firms operating - in high-
risk locations to leave. The warning was issued after 
a rash of kidnappings involving Chinese nationals 
in the Democratic Republic of the Congo (DRC), 
Nigeria, South Africa and Mali throughout 2021. aSix 
weeks later, in early January 2022, Chinese nationals 
working on a hydro-electric dam in the Niger State 
in western Nigeria were attacked while on the job 
site. Two Nigerian nationals working as security 
guards were killed, and three Chinese nationals were 
kidnapped. At the time of compiling this report, the 
fate of the three victims remained unknown. 

Part of the issue here is that Chinese corporations 
have operations in remote locations that are rife with 
poverty, crime and rebel activity (such as the restive 
eastern regions of both the DRC and Nigeria). The 
top five African countries with Chinese workers are 
Algeria, Angola, Nigeria, Zambia and Kenya. Another 
contributing factor is the rising tension between the 
Chinese and locals. As Chinese corporate investments 
continue to grow in Africa, we anticipate that these 
kidnappings are unlikely to abate.  

EMEA
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Europe, Middle East, Africa

South Africa
Our local sources report that what is being referred to by news 
outlets as a ‘kidnap crisis’ in South Africa is actually much more 
serious.  Crime statistics released from the South African Police 
Service indicate that over the last quarter of 2021 – October to 
December – there were over 2,600 kidnappings in the country. 
Local sources indicate that these numbers are woefully inadequate, 
as it is estimated that only 10% of all kidnappings or kidnap 
attempts are actually reported to officials.
  
According to our sources, while revenge kidnappings do occur, 
it appears the most common form of kidnapping is kidnap for 
ransom. The country’s wealthiest – both citizens and expatriates 
– are now being actively targeted, which may suggest that final 
settlement figures are rising. There seems to be no pattern in 
terms of preferred targets, as perpetrators have kidnapped young 
children, teenagers and adults - both male and female. Falling foul 
of a kidnapping, most families choose to deal with negotiations ‘in 
house,’ and in so doing forego formal reporting to authorities.   

Despite being a complex issue, one of the most common 
reasons for the severity of the situation is the perceived 
ineffectiveness of the South African Police Force. With little 
faith in the authorities, families choose to negotiate with 
kidnappers themselves and to hire private physical response 
teams to collect the victims after a ransom has been paid. It also 
seems that families are reticent to report kidnappings to the 
authorities out of a sense of embarrassment or shame. Unlike 
other countries where kidnappings are common and families are 
deemed to be victims, in South Africa they are often considered 
to be implicitly liable in their own kidnappings.

EMEA
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Asia Pacific

Afghanistan
It has been reported that everyday travel within 
the country is easier than when the US-backed 
government was in power, as militias and rebels 
are no longer randomly firing at vehicles traveling 
between cities. However, kidnappings throughout the 
country seem to continue (despite an official Taliban 
spokesman insisting that the number of kidnappings 
have declined). After the Taliban took power in late 
August/early September 2021, there was a wave of 
kidnappings that seemed to target businessmen in 
Kabul. Sadly, many ended with the victim’s death. 
For a time after the departure of most foreigners 

from Afghanistan in late August 2021, there were few 
notable kidnappings.  However, that has changed 
very recently with the detention of a reported nine 
westerners working as journalists and for NGOs in 
Kabul.  The rise of the Taliban back into power, as well 
as their seemingly pervasive anti-western sentiment, 
makes any westerner (possibly any foreigner) an 
attractive, high-value target for kidnappings and 
attacks. The next year will prove to be a real litmus 
test as to the type of government the Taliban will 
run, as well as the security coverage they will allow 
throughout the country. 

This region routinely reports the 
lowest number of kidnappings 
of foreigners, year on year, when 
compared to the rest of the world. 
However, kidnappings of nationals in 
several of the countries continue to 
be a problem. 

APAC

Global Insights Report
February 2022



Asia Pacific

India
India reported an estimated 84,000 kidnappings and abductions 
in 2020, a large percentage of those being local nationals. The 
totals for 2021 have not been released (as at the date this report 
was compiled), but reports indicate that numbers have remained 
constant. Kidnappings in India are largely attributed to family 
disagreements, business disputes and - unfortunately - child 
trafficking. There has however been an increase in kidnappings 
to settle monetary disputes when parties feel the judicial system 
inadequately addresses their concerns. There have been a number 
of kidnap for ransom cases involving foreigners, particularly in 
Delhi. The Delhi Police have taken measures to address the issue 
after the marked increase of kidnappings and extortions, and the 
Police Commissioner of Delhi created special anti-extortion and 
anti-kidnapping cells. As a result, the number of kidnappings has 
dropped by over 50% in the city.   

61%

Philippines
Kidnapping

Chinese National
Kidnap for Ransom

40%

APAC
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Philippines
Local reporting indicates that the total number of kidnap for 
ransom cases decreased by 61% over the past two years. 
This decline has been attributed to the impact of COVID-19 
lockdowns, and not because of appreciable changes in the 
security situation in the country. Kidnap for ransom is still 
considered to be a reliable revenue stream for insurgent 
groups in the country. A common target is Chinese nationals 
who are workers at (and patrons of) Chinese-run Philippine 
Offshore Gaming Operators (POGOs). Over the same time that 
the total number of kidnaps for ransom declined, the number 
of Chinese nationals who fell victim to kidnap for ransom 
increased by over 40%. 

Kidnappings in 2020 Kidnappings in Delhi
84,000 50% Drop



The Gulf of Guinea

The Singapore Strait 

The Gulf of Guinea continues to be the area of greatest 
concern, with 34 incidents and 57 crewmembers 
kidnapped during 2021. While the kidnappings 
represent a 55% decrease from 2020, they still 
account for all kidnappings via piracy worldwide, and 
should therefore continue to be of concern to ships 
traversing the region. The IMB has credited regional 
authorities’ cooperation with international navies 
throughout the Gulf of Guinea region for the sharp 
drop in reported incidents and kidnappings in 2021. 
As long as this cooperation between navies in the 
area and regional authorities continues in the Gulf of 
Guinea, we can reasonably expect to see the lower 
levels of piracy and kidnapping continue into 2022.  

Bordering Malaysia, Singapore, and Indonesia – reported a total of 
35 incidents, with no kidnappings in 2021. The number of incidents 
represent a marked increase from the previous year and were 
considered to be opportunistic crimes where criminal groups 
targeted bulk carriers to steal engine parts for resale. It is suspected 
that the dire economic conditions, exacerbated by the COVID-19 
pandemic, influenced the rise in robberies - not only along the 
Strait, but throughout the Asia shipping region.  Repercussions from 
the COVID-19 shutdowns continue to impact the region, and it is 
expected that this type of robbery at sea will continue into 2022. 
Should the region see a tightening rather than an easing of COVID-19 
related lockdown restrictions, we can expect a sharp increase in 
robberies at sea.       

According to the ICC International 
Maritime Bureau (IMB), piracy 
incidents worldwide have decreased 
to their lowest level since 1994. 
2021 saw 132 acts of piracy or armed 
robbery against ships - down from 
195 incidents in 2020. The most 
active regions, by far, were the Gulf 
of Guinea in West Africa, and the 
Singapore Strait in Asia. 

Piracy
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Somalia
In an unexpected turn, the Somali government has agreed to extend a UN mandate for an EU-led anti-piracy 
operation – known as Operation Atalanta – for only three additional months.  Atalanta has been operating since 
2008 and is considered to be pivotal in helping to combat and deter piracy in the Gulf of Aden and Indian Ocean, off 
the coast of Somalia. The operation is dependent upon the Somali government’s permission to pursue pirate activity 
into Somalian waters. The decision is reportedly related to the upcoming presidential elections in Somalia, and the 
government’s desire to appear autonomous. The Somali government has also expressed its belief that the threat of 
piracy has decreased in the region, and the Somali coast guard and navy are able to respond to any piracy-related 
issues in the future. As it stands, the agreement will end in March 2022. 

Piracy
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Propriety Information

Contact

The material provided in this report is based on the 
information made available at the time of writing and 
the conditions then in existence through open-source 
reporting and SPS proprietary human sources and 
represents the best judgment of SPS.  The information 
provided in this report, which is issued without 
prejudice to liability, constitutes neither a warranty of 
results nor a surety against risks.

For more information on our  
Kidnap, Ransom, Extortion and Piracy capabilities 
please contact our Crisis Management Team at  
cmt@sps-global.com
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